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Abstract: Group key management (GKM) is one of the most important issues in secure 

group communication (SGC). The existing GKM protocols fall into three typical classes:  

centralized group key distribution (CGKD), decentralized group key management 

(DGKM), and distributed/contributory group key agreement (CGKA). Serious problems 

remains in these protocols, as they require existence of central trusted entities (such as 

group controller or subgroup controllers), relaying of messages (by subgroup controllers), 

or strict member synchronization (for multiple round stepwise key agreement), thus 

suffering from the single point of failure and attack, performance bottleneck, or 

misoperations in the situation of transmission delay or network failure. We proposed a 

new class of GKM protocols: distributed group key distribution (DGKD) [1]. The new 

DGKD protocol solves the above problems and surpasses the existing GKM protocols in 

terms of simplicity, efficiency, scalability, and robustness. In this paper, we extend the 

conference paper [1] with detailed experiments and discussions. Also based on DGKD, we 

propose a new distributed dynamic conferencing scheme which enforces group/conference 

membership management. Due to its distributed feature without the requirement of a 

central control, the proposed scheme is well suited in wireless networks such as Mobile 

Ad-hoc Networks (MANETs). 

Keywords: Secure group communication, group key management, centralized key 

distribution, (distributed) contributory key agreement, distributed key distribution, secure 

dynamic conferencing, conference key management.  

1.   Introduction 

     Secure group communications (SGC) over networks (e.g., the internet) refers to a 

setting  in which a group of members can send messages to and receive messages from 

group members, in a way that outsiders are unable to glean any information even when 

they are able to intercept the messages. SGC is an inseparable component of cyber 

security. Broad critical applications such as collaborative work, 

teleconferencing/medicine, multi-partner military action, and cyber forensics in critical 

fields depend on SGC for their security. The most important problem facing SGC is group 

key management (GKM). The primary difficulty for GKM comes from member 

dynamics. How to design robust, scalable, efficient GKM protocols supporting high 

dynamics is the focus of all SGC researches. Many GKM protocols have appeared in the 

literature and fall into three categories: centralized group key distribution (CGKD), 

decentralized group key management with relaying (DGKM), and (distributed) 

contributory group key agreement (CGKA). 

     In CGKD schemes [2-6], there is a central trusted authority (called group controller 

(GC)) that is responsible for generating and distributing the group key. Whenever a new 
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member joins or an existing member leaves, the GC generates a new group key and 

distributes the new key to the group. The problems with the centralized schemes are the 

central point failure, performance bottleneck, non-scalability, and the requirement of 

trustworthiness of the group controller by all members. In DGKM schemes [7-10], the 

group is divided into multiple distinct subgroups and every subgroup has a subgroup 

controller (SC) responsible for key management for its subgroup. In addition, an SC has 

the key of its parental subgroup. When an SC receives a message from one subgroup, it 

decrypts the message, encrypts the message with the key of the other subgroup and sends 

to the other subgroup, i.e., relaying the message. The problems with DGKM are that SCs 

can still be considered as central and trusted entities (at a smaller scale) and the messages 

undergo multiple relaying before they reach the entire group. Relaying of every data 

message puts burdens on SCs. In CGKA schemes [11-15], the group key is 

generated/agreed up by uniform contributions from all group members. This kind of 

schemes assumes equality and uniform work load among group members. They are 

generally executed in multiple rounds and require strict synchronization. The CGKA 

protocols are primarily different variations of the n-party Diffie-Hellman key 

agreement/exchange [11, 13-16]. The main problem with using this key exchange 

mechanism is that the group members need synchronization to iteratively form parental 

keys from their two children’s keys. Once one member is slow or one rekeying packet is 

delayed, the key agreement process will be postponed or even misoperate. Moreover, 

there are dependences among nodes’ keys (i.e., a blinded node key is dependent on the 

secret node key and a parental key on its two child’s keys).  This dependence results in the 

breaking of all ancestral keys once one key is compromised. 

     A specific case of SGC is Secure Dynamic Conferencing (SDC), where all group 

members form a single privileged subgroup and communicate among all group members.  

The entire group is called the universe and each possible subgroup a conference. The first 

problem facing SDC is conference key management (CKM) since the members in a 

conference need to establish a conference key which is used to encrypt/decrypt the 

messages destined to the conference. The difficulty for this problem comes from the 

potential large (in fact, exponential) number of possible conferences, i.e., 2
n
 − n − 1 for a 

group of size n, and dynamics that members can join or leave a conference, even the 

universe, dynamically. There have been several proposed SDC CKM schemes in the 

literature. These schemes can be classified as naive solution [17], public key based SDC 

(PKSDC) schemes including Chinese Remainder Theorem based SDC (secure lock) 

(SLSDC) scheme [18], symmetric polynomial based schemes (SPSDC) [19-21], interval 

based SDC scheme (ISDC) [22], and key tree based SDC scheme (KTSDC) [23, 24]. 

Except for PKSDC and SLSDC, all others are centralized schemes. In PKSDC and 

SLSDC, anyone, as long as he/she possesses a pair of public and private keys, can be a 

member of the group and there is no control on who are allowed to be group members. In 

addition, PKSDC and SLSDC are inefficient and non-scalable due to O(m) public key 

encryption/decryption operations (where m is the number of participants in a conference). 

There has been extensive research in the area of SGC group key management (GKM)  

which covers both centralized schemes as well distributed schemes [19, 20, 25-29] (The 

book [24] provides a comprehensive survey on SGC and GKM), however, research for 

SDC has been very limited  and mainly focuses on centralized schemes. The primary 

reason is that the CKM problem in SDC is much more difficult to deal with than the group 

key management (GKM) problem in SGC. As we know, GKM deals with only one SGC 

group but CKM deals with exponential number of possible SDC conferences. 
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     In this paper we propose a new class of GKM protocols: called distributed group key 

distribution (DGKD). The DGKD protocol does not assume any trusted and more 

powerful third party but allows the equality of capability, responsibility, and trustiness 

among all group members. The protocol organizes the members in a tree structure and 

performs any rekeying operation in just two rounds, which do not need to be strictly 

synchronized. The new protocol also allows strong yet simple authentication. In addition, 

DGKD has the following advantages: (1) one key (not two keys) per node; (2) 

independence of nodes’ keys; (3) robust against transmission delay, network failure or 

compromise of node keys. All these properties make the new protocol simple, robust, 

efficient and scalable.  Also we use the concepts of sponsors and co-distributors of DGKD 

and propose a distributed CKM scheme which avoids the central entity. Unlike the 

PKSDC and SLSDC, the new scheme organizes the members at the leaf nodes of a binary 

tree, thus, being able to control/manage the group membership. When any member of a 

subgroup wants to initiate a conference (we call this member the initiator for the current 

conference session), the initiator first generates a random key for the conference and 

distributes the key to co-distributors by public key encryption. The co-distributors then 

distribute the key to corresponding conference members by secret key encryption. In 

addition, the average number of public key encryptions as well as secret key encryptions 

needed in this scheme is much less than those in PKSDC and SLSDC. As a result, the 

proposed CKM scheme solves all the problems existing in current CKM schemes and has 

the following properties: no central entity thus no single point of failure, no central point 

of attack, no performance bottleneck, and two rounds for key distribution. All these 

properties make the scheme efficient, scalable, simple and easy to implement. The scheme 

is called Key Tree based Distributed Conference Key Management for Secure Dynamic 

Conferencing (KTDCKM-SDC). Due to the distributed nature of our scheme and mobility 

of networked and distributed smart devices, our scheme can be seamlessly combined into 

smart applications to provide more secure services. 

The rest of the paper is organized as follows. Section 2 briefly describes the related work 

in the area of SGC. We propose the new DGKD protocol in Section 3. And based on the 

new protocol we propose a new scheme for dynamic conferencing management in Section 

4. The issues of performance and security are discussed in Section 5. Also in Section 6 we 

show the experimental results in detail. Finally we conclude the paper in Section 7.  

2.   Related Work 

     Extensive research has been conducted on GKM and a considerable number of 

protocols have been developed, each with different properties and performance.SGC 

applications can typically be divided into broadcast/multicast communication, i.e., one 

sender and multiple receivers, or one-to-many communication and group (or many-to-

many) communication, i.e., every sender also being a receiver. Some GKM schemes [7, 9, 

10, 12, 18, 30] are suitable for broadcast applications, some other schemes [11, 14, 28, 30] 

for many-to-many applications, and there are also some schemes [31] suitable for both 

kinds of applications. Based on how the group key is formed and distributed, the GKM 

protocols are classified as CGKD, DGKM, and CGKA. Based on the kind of 

cryptosystem used, the schemes for SGC can be divided into public-key based schemes [9, 

10, 18] and secret-key based schemes. Based on the security, the SGC schemes may be 

classified as unconditionally secure or computationally secure [29]. Furthermore some 

schemes may resist against any number of colluding adversaries, whereas others [19, 20, 

25-27, 29] only resist against the collusion of up to certain number of adversaries.  For a 

comprehensive survey of state-of-art techniques and challenging problems in the area of 
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SGC, readers are referred to the book “secure group communications over data networks”, 

which is published by Springer [24]. 

     Among all the GKM protocols, the tree based GKM scheme (with various variants) [2, 

3, 5, 16, 31-34], mainly aimed at solving scalability problem, is the most typical approach. 

The scheme is simple, efficient, scalable, and easy to implement. The scheme can be used 

for both one-to-many multicast communication as well as many-to-many group 

communication. Moreover focusing on communication round efficiency, an identity-based 

group key exchange scheme [35] with constant-round of communication is proposed. The 

scheme is constructed via secret sharing and could be used within universally 

composability framework.  

3.   Distributed Group Key Distribution (DGKD): A New Class of GKM Protocols 

3.1    Model and Assumptions 

     There are some assumptions in existing schemes. In CGKD/DGKM, a secure channel 

is assumed to exist between the GC/SC and each of the potential group members/subgroup 

members. This secure channel is generally implemented by public key cryptosystems.  In 

CGKA, which is typically based on Diffie-Hellman key exchange which suffers from the 

Man-in-the-Middle attack, it is assumed that each group member is equipped with some 

authentication capability which is also implemented by public key cryptosystems. 

Similarly, DGKD assumes that every group member has a publicly known (unforgeable) 

public key. The new protocol adopts a tree structure and utilizes three basic mechanisms 

to implement distributed key generation and distribution: 1) the leaf key of a node is the 

public key of the corresponding group member and all the intermediate nodes’ keys are 

secret keys, 2) the sponsor of a joining or leaving member initiates the key generation and 

rekeying process and sends the new keys to co-distributors (i.e., the  first  round), 3) the 

co-distributors then help distribute the new keys to group members in a distributed/ 

parallel manner (i.e., the second round). All group members have the same capability and 

are equally trusted.  Also, they have equal responsibility, i.e., any group member could be 

a potential sponsor of other members or a co-distributor (depending on the locations of the 

member and the joining/leaving members in the tree). Thus there is no dependence on a 

single entity and even if a sponsor node fails a new sponsor for the joining/leaving 

member is chosen by other members. This improves the robustness of the protocol. 

3.2    Sponsor 

     A sponsor is a member and the sponsor of a subtree is defined as the member hosted on 

the rightmost leaf in the subtree (note: “rightmost” can be equally replaced with 

“leftmost”). Every node has an associated sponsor field as shown in Figure 1. The sponsor 

field at a particular node is updated when it is along the joining or leaving member’s path.  

When a member joins, the sponsor field along the joining member’s path is updated from 

bottom to the root.  If the new member’s id is greater than the sponsor id of the node then 

update the sponsor id with the new member’s id. This is continued until the root. For 

example (Figure 2(a)), when m7 joins, the sponsor field along its path is updated. The 

sponsor id of the node k6−7 is lesser than the id of m7, so it is updated to 111. Similarly the 

sponsor id of nodes k4−7 and k0−7 are updated to 111. Whenever the sponsor id for a node 

is greater than the joining member’s id then the check can be stopped.   

     We show the leaving algorithm for updating the sponsor field in Figure 2(b). When m7 

leaves, the sponsor field along its path is updated. Since the leaving member is the sponsor 

all along its path, the sponsor field has to be updated by checking for the new sponsor for 
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all the nodes. m6 becomes the new sponsor for node k6−7. For node k4−7 the member ids of 

both its children are compared and the greater becomes the new sponsor, in this case m6. 

This continues until the root. 

                                   
Figure 1: A Tree showing Sponsor for each Node                             

    

                                    (a)                                                                     (b) 

Figure 2: Sponsor Update: (a) when a member joins (b) when a member leaves 

3.3    Co-distributors 

     When a sponsor changes the keys along the path, it needs to distribute them. The 

sponsor has to distribute the keys to all the members whose keys have been changed. But 

it does not know the keys along the other paths to distribute the new keys. So, a co-

distributor is required. The co-distributor is the sponsor of a node on another path whose 

key is not known to the original sponsor. The sponsor encrypts the changed key with the 

co-distributors public key and broadcasts this information. Thus, the co-distributor helps 

the sponsor in distributing the changed common keys along the other paths. 

3.4    Initial Group Key Generation and Distribution Protocol 

     Suppose n members m1… mn decide to form a group. They build a virtual key tree and 

select a sponsor to decide an order in which they join the tree. Every member updates the 

key tree by adding members in the key tree based on that order and they update the 

sponsor field in all the intermediate nodes. Then every member checks if it is responsible 

for generating any keys along its path. If so, it generates them and distributes the keys 

either directly or with the help of co-distributors. When two sponsors are responsible for 

generating the same key then the rightmost among them generates it. As more members 

join the key tree the sponsors and the height of the key tree increase. 
     As illustrated in Figure 3, m7, m5, m3 and m1 are responsible for generating the keys. m7 

generates all the keys (k6−7, k4−7 and k0−7) along its path  to the root. Then it encrypts and 

broadcasts: {k6−7, k4−7, k0−7}pk6, and {k0−7, k4−7}pk5. m5 will decrypt k0−7 and k4−7 and 

encrypt them as {k0−7, k4−7}k4−5 where k4−5 is generated by m5 and sent to m4. Similarly 

keys are generated by m3 in the left subtree along its path and the root key which is 
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generated by the rightmost sponsor m7 is sent to the co-distributor of the left subtree m3 as 

follows. {k0−7}pk3 is broadcast and m3 will decrypt k0−7 and encrypts it as {k0−7}k0−3 and 

broadcasts it. Thus every member has the newly generated keys along its path. Only two 

rounds are required for this protocol, one round for generating keys and distributing along 

the path and another for co-distributors to distribute them. 

 
Figure 3: Initial Key Generation Example 

3.5    Join Protocol 

     Suppose there are n members in the group m1,…,mn. A new member mn+1 make a join 

request by broadcasting its public key PK. The rightmost member in the key tree 

authenticates the new member, decides the insertion location for the new member and 

broadcasts this information to other members. Additionally the rightmost member also 

sends the virtual key tree and list of public keys of other members to the new member. All 

other members update the key tree by adding a new member node in the specified 

location. Then every member checks to see if it is the sponsor of the joining member. If 

the new member has a sibling it becomes the sponsor and generates new keys along the 

path. If there is no sibling then the joining member itself becomes the sponsor and 

generates the new keys along its path and distributes them.  Members update the sponsor 

field appropriately if required. Figure 4(a) shows the operation when a new member joins. 

  
                                     (a)                                                                          (b) 

Figure 4: Examples: (a) a new member joins (b) a member leaves 

     When a new member joins, m7 determines the position (i.e., m5) and places the member 

there. m7 broadcasts the position of the new member to other members. All members also 

determine that m4 is the sponsor of m5. So m4 initiates the rekeying process as follows:  1) 

generates new keys k
′

4−5, k
′

4−7, and k
′

0−7. 2) after determining the co-distributors m3 and 

m7, encrypts as follows and broadcasts: {k
′

4−7, k
′

0−7}pk7, and {k
′

0−7}pk3, 3) m3 will decrypt 

k
′

0−7 and encrypt it as {k
′

0−7}k0-3 and m7 will decrypt k
′

4−7 and k
′

0−7 and encrypt them  as       
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{k
′

4−7}k6-7 and {k
′

0−7}k4-7, 4) m4 also encrypts and sends the keys to m5 as {k
′

4−5, k
′

4−7, 

k
′

0−7}pk5. When a new member joins, only the keys along its path to the root have to be 

changed and distributed, which can be achieved in two rounds with at most log2n keys 

being changed. 

3.6 Leave Protocol 

     Assume that member ml leaves the group. Every member updates the key tree by 

deleting node ml and updates the sponsor field along the path if required. Then they 

determine the sponsor who generates new keys along the leaving members’ path and 

distributes them.  If the leaving member does not have a sibling then the first sponsor 

along the leaving members’ path becomes responsible for changing the keys along the 

leaving member’s path (See Figure 4(b)). As shown in Figure 4(b), when a member m5 

leaves, all the members will remove the node and determine that m4 is the sponsor of m5. 

So m4 initiates the rekeying process as follows: 1) generates new keys k′4−5, k
′

4−7, and k′0−7. 

2) after determining the co-distributors m3 and m7, encrypts and broadcasts: {k
′

4−7, 

k
′

0−7}pk7, and    {k
′

0−7}pk3, 3) m3 will decrypt k
′

0−7 and encrypt it as {k
′

0−7}k0-3 and m7 will 

decrypt k
′

4−7 and k
′

0−7 and encrypt them as {k
′

4−7}k6-7 and {k
′

0−7}k4-7. As a result, all the 

members will get the new keys. When a member leaves only the keys along its path to the 

root have to be changed, which can be achieved in two rounds with at most log2n keys 

being changed. 

3.7 Multiple Join Protocol 

         
                              (a)                                                                          (b) 

Figure 5: Examples: (a) Multiple members join (b) Multiple members leave 

     Suppose m new members join, they make a join request by broadcasting their public 

keys. The rightmost member in the key tree authenticates the new members, decides the 

locations for all the new members such that minimal number of keys is changed and 

broadcasts this information to other existing group members. The rightmost member also 

sends the virtual key tree and existing members public keys to the joining members. Every 

member upon receiving this message updates its key tree by adding m new nodes in the 

determined positions.  In order to perform multiple joins in one aggregate operation, it is 

required to find the common keys shared by the joining members in an efficient way. To 

achieve that we use an already proposed scheme, an efficient and scalable key tree based 

dynamic conferencing scheme called KTDC in [23] which uses an efficient algorithm for 

computing the shared keys. There will be multiple sponsors responsible for changing the 

necessary keys. But here the shared keys which both sponsors have in common and which 

need to be changed will be changed by the rightmost sponsor among them. As shown in 

Figure 5(a), when new members join, m7 will determine the available positions (i.e., m0, 

m1, m4, m5) and place the members there. m7 broadcasts this information to others. All 
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members also know that m5 is the sponsor of m4 and m1 is the sponsor of m0. They also 

know that m3 and m7 are responsible for sending the key tree structure and the public key 

list to the joining members. m5 initiates the rekeying process as follows: 1) generates new 

keys k′4−5, k
′

4−7, and k′0−7, 2) after determining the co-distributors m3 and m7, broadcasts: 

{k
′

4−7, k
′

0−7}pk7 and {k
′

0−7}pk3, 3) m3 decrypts k
′

0−7 and encrypts it as {k
′

0−7}k’0-3 and m7 

decrypts k
′

4−7 and k
′

0−7 and encrypts them as {k
′

4−7}k6-7 and {k
′

0−7}k4-7, 4) m5 encrypts and 

sends the keys to m4 as {k
′

4−5, k
′

4−7, k
′

0−7}pk4.  Similarly m1 regenerates the keys along its 

path except for the root key which should be changed by the rightmost sponsor m5. Both 

m1 and m5 do these operations in parallel.  As a result, all the members whose keys have 

been changed will get the new keys. Since all the operations are done in parallel, rekeying 

can be achieved in two rounds by all the sponsors. When a network event causes all the 

previously occurred partitions to reconnect this is called a merge. Merge is similar to 

multiple join and can also be achieved in two rounds, which is better than that in TGDH. 

3.8 Multiple Leave Protocol 

     When multiple members leave, every member updates its key tree by deleting those 

member nodes and the sponsor fields along all the paths. Then they determine the keys 

that need to be changed and the sponsors responsible for changing those keys.  There will 

be multiple sponsors and each sponsor regenerates the keys and distributes them.  If two 

sponsors are responsible for changing the same key then the rightmost among the sponsors 

will change the key. As shown in Figure 5(b), when several members, m0, m1, m4 and m5 

leave, every member updates its key tree by deleting those member nodes. Every member 

also determines that m3 and m7 are the sponsors. m7 initiates the rekeying process as 

follows: 1) generates new keys k
′

4−7 and k
′

0−7, 2) encrypts the new keys as follows and 

broadcasts: {k
′

4−7,k
′

0−7}k6-7, and {k
′

0−7}pk3, 3) m3 decrypts k
′

0−7 and encrypts it as {k
′

0−7}k’0-3 

and broadcasts it.  Similarly m3 generates the keys k
′

0-3 and encrypts it with k2−3 and 

broadcasts it. Both m3 and m7 do these operations in parallel. As a result, all the members 

whose keys have been changed will get the new keys. In case of a network failure which 

causes disconnectivity, the group gets split and this partition can be dealt with as a 

multiple leave operation.  Thus, even for network partition the protocol requires only two 

rounds for regenerating and distributing the keys. This is a great improvement compared 

to TGDH which requires several rounds. 

3.9    Authentication in DGKD 

     Most CGKA protocols do not contain an authentication component. And the 

authenticated CGKA protocols [36-39] are non-scalable and/or non-dynamic. In contrast, 

the new DGKD protocol is not only scalable and dynamic but also able to provide easy 

and strong authentication. Consider two scenarios: (1) the sponsor m4 transmits a new key 

k
′

0-7 to a co-distributor m3. (2) m3 transmits the key k′0-7 to members m0, m1, m2  who are in 

the responsibility scope of m3. In the first case, m4 signs the key k
′

0-7 (using m4’s private 

key), encrypts both k
′

0-7 and the signed k
′

0-7 (using m3’s public key pk3), and sends the 

result to m3. m3 after receiving the message, decrypts k
′

0-7 and then verifies m4’s signature.  

In the second case, m3 signs k
′

0-7 (by its private key), encrypts both k
′

0-7 and the signed k
′

0-7 

(using k0−3 which covers m0 to m3). Then each of the members from m0 to m2 can verify 

m3’s signature. 
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4.   A Novel Key Tree based Distributed Conference Key Management for Secure 

Dynamic Conferencing based on DGKD  

     Secure Dynamic conferencing (SDC) is a scenario where given a group of participants; 

any subset of participants can form a privileged subgroup, called a conference, and 

communicate securely among them.  In this section based on our newly proposed DGKD 

scheme, we will propose a new distributed dynamic conferencing scheme called Key Tree 

based Distributed Conference Key Management for Secure Dynamic Conferencing 

(KTDCKM-SDC). 

4.1    Principle and Assumptions 

     KTDCKM-SDC is based on the key tree scheme with the following modifications and 

assumptions:  1) Like the centralized key tree scheme, assume that every member has an 

unforgetable pair of public and private keys and the internal keys are secret keys shared by 

subsets of members. 2) Unlike the centralized key tree scheme, the leaf keys are member’s 

public keys. 3) Assume that besides knowing the keys in the path from its leaf to the root, 

every member also knows the key tree structure (the members and their positions in the 

key tree).  This last assumption can be easily achieved as follows. If there exists a central 

trusted authority, the central authority can multicast the key tree structure to all members. 

If there is no central authority, members can construct an identical key tree in a distributed 

way thus knowing the key tree structure automatically. 

The main idea behind KTDCKM-SDC is two round multicast key distribution. An 

initiator of a conference generates a random conference key and distributes the conference 

key to the co-distributors in the first round. Then the co-distributors distribute the 

conference key to corresponding conference members in a distributed/parallel manner in 

the second round.  

4.2 Sponsor 

     As we defined in Subsection 3.2, a sponsor is a group member and the sponsor of a 

subtree is the member hosted on the rightmost leaf in the subtree. The entire key tree for 

the universe can be formed by gradually executing members joining and the sponsor fields 

can be computed/set accordingly. In addition, when a member leaves the universe, the key 

tree will be updated, so are the sponsor fields. The sponsor field at a particular node is 

updated when the node is along the path of joining or leaving operations. 

4.3 Co-distributors 

     Based on the key tree, KTDCKM-SGC performs the following steps to distribute the 

conference key (Suppose member m wants to initiate a conference of {m}∪{mi1 , … , 

mil}):  

1) m determines the keys which cover exactly these members. 2) If there is only one key 

determined, the key will be used as the conference key. Otherwise, the following steps are 

performed. 3) m selects a random conference key CK. 4) For each of the above determined 

keys, m determines its co-distributor, which is the sponsor of the subtree rooted at the 

node corresponding to this key. 5) m encrypts CK with the public keys of co-distributors 

respectively and multicasts the encrypted key. 6) When a co-distributor receives the 

encrypted CK, it decrypts, reencrypts the CK with the key exactly covering the co-

distributor and some other conference members, and broadcasts (all the co-distributors 

perform this in a distributed/parallel way). 7) The members covered by the key (thus, all 

the conference members covered by all the above keys) will get CK. 
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4.4  Rekeying when Members join to and leave from the Universe 

     In previous sections, we assume that universe and key tree exist in advance. The 

members in the universe can form different conferences based on the existing key tree and 

the members can join or leave a conference.  In fact, this assumption can be removed. At 

first, universe can change dynamically by allowing the new member to join or an existing 

member to leave the universe, even multiple joins or leaves. Secondly, the universe can be 

formed from scratch by gradually performing (multiple) join operations.  Once member(s) 

join or leave, the key tree will be updated, the conference keys of on-going conferences 

need to be updated using the same KTDCKM-SDC scheme but with the new key tree. 

5.   Performance and Security Analysis of DGKD  

     We discuss the performance and security of our protocol in this section and analyze the 

communication and computation costs for join, leave, multiple join and multiple leave 

operations.  And we focus on the comparison between DGKD and TGDH. 

Table 1: Theoretical Analysis 

  Rounds Messages 

Join 3   1log2 2 +n  

Leave 2 )0,2max( −n  

Multiple  join 3   1)(log2),1(2 2 −+−−+ knkn  

 

DGKD 

Multiple  Leave 2 )0,3)(2max( −− kn  

Join 2 3 
Leave 1 1 
Multiple  Join   1)1(log 2 ++k 2k 

 

TGDH 

Multiple  Leave   ),1)1(logmin( 2 hk ++ 2h 

     Key generation is independent, i.e., only the sponsor is involved, thus there is no need 

for synchronization with other members which is required in TGDH. In this sense, DGKD 

is more resilient to network congestion, delay and failure than TGDH. DGKD also has 

strong yet simple authentication.  Because the new keys are independent of the old, the 

scheme is unconditionally secure.  Like other GKM schemes, DGKD does not consider 

colluding attacks among insiders or between insiders and outsiders. Since each group 

member will know the group key, there is no reason for group members to collude. It does 

not make much sense either to consider the outsider attack involving collusion with 

sponsors, co-distributors, and/or group members, since ANY ONE of the group members 

can simply disclose the group key to the colluding outsiders.  

     The communication costs for Join, Leave, Multiple Join and Multiple Leave operations 

of DGKD and TGDH are compared in this section.  The formulas for the communication 

costs listed in Table 1 for TGDH were obtained from [40]. The table summarizes the 

communication costs for all the operations of DGKD and TGDH protocols.  The number 

of current group members is denoted by n and the number of joining and leaving members 

are denoted by k. The height of the key tree is denoted by h. The overhead of these 

protocols depends on the tree height, how balanced the key tree is, the location of the 

joining members and the leaving members. In our analysis, we assume the worst case 

configuration and list the worst-case theoretical costs for these protocols. Additionally, for 

multiple join and multiple leave cases we are only considering the absolute worst case 

scenario where all the intermediate nodes have to be changed. 

     It is worthy to mention that we do not compare the storage cost since the 

communication cost is the main performance factor to consider for GKM in SGC. 

Moreover, even though each member in DGKD needs to operate on the entire tree 
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structure independently for the joining and departure algorithms, members do not need to 

store the information of internal tree nodes except the nodes along the path from their own 

leaf to the root.  The only necessary information for each member to store is the positions 

(i.e., leaves) of the group members. As for public keys of group members, they can be 

stored by each member for time efficiency or stored in a public directory for the members 

to retrieve whenever needed for storage efficiency. This is a tradeoff between time and 

storage.     

6.   Experimental Results 

     Below are the experimental comparison results for DGKD and TGDH for Join, Leave, 

Multiple Join and Multiple leave operations. For each of the operations, the maximum of 

the times required to generate the group key at each of the member nodes is measured. 

The time measured at each node is the sum of the computation cost at that node and the 

computation cost involved in generating the messages that are received by this node 

(accounting for the parallelism when the messages are being computed and sent from 

different nodes). In effect this time measured is the time from the start of the operation to 

the time by which all the members have the new group key. 

     For the Join operation, we compute the time in seconds for a single join request for 

different initial group sizes.  Figure 6(a) shows the results for the Join operation. For 

TGDH, as the number of levels increases the cost increases, but there are some 

fluctuations.  The fluctuations are due to the fact that when n, the number of members, is 

farther away from the next power of 2, the new member will be added closer to the root of 

the tree thus reducing the number of keys to be computed. When n becomes closer to the 

next power of 2, the new member is added farther away from the root of the tree and 

hence more keys need to be computed.  For DGKD, as the number of levels increases the 

cost increases, but the costs are lower than that of TGDH. 

     For the Leave operation, we compute the time in seconds for a single Leave request for 

different initial group sizes. Figure 6(b) shows the results for the Leave operation. DGKD 

performs better compared to TGDH. The cost of the Leave operation depends on the 

location of the leaving member and tree structure. Computation cost for TGDH is always 

higher than DGKD because of the high cost involved in computing the keys. 

 
                                             (a)                                                                   (b) 

Figure 6: (a) Join Cost Comparison (b) Leave Cost Comparison 

     For the Multiple Join operation and multiple leave operation, given an initial group size 

we compute the time in seconds for join operations involving multiple joining members. 

Figure 7 shows the results for multiple join operation and multiple leave operation with 

initial group size 20. The cost of Multiple Join operation for TGDH is very high compared 

to DGKD. The cost depends on the number of joining members and the key tree structure.  

As the number of joining members increase the cost increases almost exponentially for 

TGDH. The cost for the multiple leave operation for DGKD is very low compared to 

TGDH. The number of leaving members and the tree height affect the cost of the multiple 
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leave operation for TGDH.  As the number of leaving members increases beyond a certain 

point, the number of levels decreases and hence the computation time decreases. 

    
   (a)                                                                     (b) 

Figure 7: (a) Multiple Joint Cost Comparison (b) Multiple Leave Cost Comparison 

7.   Conclusions 

     We proposed a new class of GKM protocols for SGC with strong yet simple 

authentication capability.  The proposed protocol solves some serious problems in the 

existing protocols and is simple, robust, efficient, and scalable.  Also based on the newly 

proposed DGKD protocol we proposed a distributed secure dynamic conferencing 

scheme. Compared to all the known SDC schemes based on different criteria, the new 

scheme is simple, secure, scalable and efficient. Our scheme can be efficiently integrated 

into smart device applications due to its simplicity and surpassing distributed nature to 

provide more secure services. 
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